NucTpykuus nJd o0y4yarommuxcs mo odecrnedeHu0 HHGOPMAUMOHHOM
0e30macHOCTH
NPHU UCNOJIb30BAHUM ceTU «HTepHeT» 1JI pa3MelleHUus B y4eOHbIX
Ka0uHeTax, B
KOTOPBIX OCyHIeCTBJsieTcs: A0CTYN B ceTh « AHTepHeT»
C KaxIpIM TroJIOM MOJIOJCKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a MIKOJbHUKH
OJIHM M3 CaMbIX AaKTUBHBIX mMoJib3oBareneid PyHera. Mexay TeM, MOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEW, HMHTEPHET HECeT U MpobsieMbl. ITa
namsTKa JIOJKHA TOMOYb Te0e 6e3011acHO HaXOAUThCS B CETH.
KomnbroTepHbie BUPYChI
KoMmnbroTepHblidi BUpPYC - 3TO Pa3HOBUAHOCTb KOMIBIOTEPHBIX MPOrpamM,
OTIIMYUTEIHHON 0COOEHHOCTBIO KOTOPOU SBJISETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO.
B nononneHue k 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOJTHOCTHIO YHHUUTOXHUTh
BCe (pailyibl M JaHHBIE, IOJKOHTPOJIBHBIE TIOJ30BATEIN0, OT UMEHH KOTOPOTO ObliIa
3alynieHa 3apakeHHasi IporpaMma, a TaKXKe MOBPEIUTh WU AaK€ YHUUYTOKUTh
OMEpalMOHHYIO0 CUCTEMY CO BceMH (haiiaMu B 1eoM. B OONBIIMHCTBE Cily4yaeB
pacnpoCTpaHsOTCS BUPYChI U€pE3 UHTEPHET.
MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:
1. Hcnons3yii COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMBbI, UMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIIMUTHI OT BPEJOHOCHBIX MIPOTPAMM;
2. llocrosHHO ycTaHaBnWBaiW madTu (UUQPPOBBIE 3aIIaTKH, KOTOpPbHIE
ABTOMATHUYECKU YCTAHABJIMBAIOTCA C IETBI0 JOPAOOTKH MPOTpPaMMBbl) U JIPYTUE
OOHOBJICHUSI CBOEH omepanMoHHON cuctembl. C(CkauumBail HX TOJIBKO €
opurmanpbHoro  caiita paspadorunka OC. Eciam  cymiecTtByeT  pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;
3. PabGoraii Ha cBOeM KOMIIBIOTEpPE TMOJ TMpaBaMH IOJb30BaTENsd, a He
aMUHUCTpATOpa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpamMm
MHCTAJJIMPOBATHCS HA TBOEM NIEPCOHATIBLHOM KOMITBIOTEPE;
4. Hcnonp3yit  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHl  W3BECTHBIX
POU3BOMUTENEH, C aBTOMAaTUYECKUM OOHOBIIEHUEM 0a3;
5. Orpannub (pu3UUECKU JOCTYN K KOMIBIOTEPY JJIsI TOCTOPOHHUX JIHII;
6. Ucnonb3yit BHENTHUE HOCHUTENW WHOOpPMAIMU, Takue Kak (Iernika, JUCK WU
daiin U3 UHTEpPHETA, TOJIBKO M3 TPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBali KOMIBIOTEpHbIE (aiibl, TOJYyYCHHBIE U3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxe Te (ailyibl, KOTOpbIE MpUCIIall TBOM 3HAKOMBIN. Jlydie yrouHu
y HEro, OTIPaBIIsI
JI1 OH TeOE UX.
Cemu WI-FI
Wi-Fi - 3To He BWJA mepenaud JAaHHBIX, HE TEXHOJIOTHs, a BCETrO JIUIIb OpEeHI,
mapka. Eme B 1991 roay HuaepnaHickasi KOMIIAHHMSI 3aperucTpupoBajia OpeH.
"WECA", urto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
NEPEBOIUTCS KaK
"GecrpoBOHAS TOYHOCTH'".
Jlo Haiero BpeMeHu Joliia apyras abopeBuaTypa, KoTopas SBIJISIETCS TaAKOM ke



TexHonorue. Iro abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO TaHO C HAMEKOM
Ha CTaHAapT BeIclield 3BYKoBoM TexHuku Hi-Fi, yto B mnepeBoae o3Hayaer
"BBICOKAS
TOYHOCTB'".
Ja, OecruiaTHbIi WHTEPHET-IOCTYN B Kade, OTEeNsIX U a’poroprax sBIsSETCS
OTJIMYHON BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe 3KCHepThl CUMUTAIOT,
4TO
obmenoctynubie Wi-Fi cetu He SBISIOTCS O€30MIaCHBIMH.
CoBeThl 110 6€30IaCHOCTH pabOThI B 00IIEA0CTYHBIX ceTax Wi-fi:
1. He mepenaBaii cBoto nmunyto nHpopmaruto uepe3 odmenoctynubie Wi-Fi cern.
PabGoras B HUX, ’KeJIaTeIbHO HE BBOAUTH MAPOIM JOCTYMa, JOTUHBI U KaKUE - TO
HOMEPA;
2. Ucnionb3yii 1 OOHOBIISIM aHTUBUPYCHBIE POTPaMMBbI U OpaHaMayep. TeM cambIM
ThI 00€30Maculllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;
3. Ipu ucnons3zoBannu Wi-Fi otkmoun yHkiuro "O0mmii qoctym k daiiam u
npunTepaM". JlaHHas QyHKIMS 3aKphITa IO YMOJYAHUIO, OJTHAKO HEKOTOPHIC
M0JIb30BATENIN aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHus B paboTe min yuele;
4. He ucnone3yit nyonuunsii WI-FI nns nepenaum nTu4HBIX AaHHBIX, HApUMeEp
IR
BBIXO/Ia B COLIMAIbHBIC CETH UJIM B DJICKTPOHHYIO MOYTY;
5. Mcnonb3yi ToJibKO 3amuiineHHoe coequnenue uepe3 HTTPS, a ne HTTP, T.e.
npu
Habope BeO-aapeca BBOAU UMEHHO "https://";
6. B MmoOuipHOM Tenedone otkimtoun GpyHkiwro "I[loaxmodenue k Wi-Fi
aproMartnuecku". He momyckail aBTOMaTU4YECKOrO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

Coyuanvnvie cemu
ConuanbHble CETM aKTUBHO BXOJAT B HAIlly *W3Hb, MHOTHE JIIOJAM PabOTaOT U
KUBYT TaM TOCTOsiHHO, a B Facebook (Opranuzarus, AesSTeIbHOCTh KOTOPOM
3ampeiieHa Ha Ttepputopun Poccuiickoit ®epepaiuu) yxke 3aperdcTpUpPOBaH
MUJUTHAP/ YEJIOBEK, 4YTO SBISETCS OJHOM CEIbMOM BCEX >KUTEJICH IUIaHETHI.
MHorue mnosib30BaTeNM HE MOHUMAIOT, 4TO WMHGOpMAIMs, pa3MelleHHas WMU B
COIIMAJIBHBIX CETSIX, MOXKET ObITh HaWJE€HA W HCIIOIb30BaHA KEM YTOJHO, B TOM
Yyucye He 00s13aTeNIbHO ¢ OJ1aruMu HaMEePEeHHSMU.
OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMAIBHBIX CETSIX:
1. Orpanuyb ciucok npy3ei. Y 1e0s B IPY3bIX HE TOJDKHO OBITh CITyYalHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3amumiail CBOIO YacTHYIO Ku3Hb. He ykaspiBail maposm, tenedoHbI, aapeca,
naTy
TBOETO POXKIEHUS U IPYTYIO JIMUHYIO UH(OPMALIUIO. 3TOYMBIIIIEHHUKA MOTYT
UCIIOIb30BaTh Aake MH(OPMAIIUIO O TOM, KaK Thl U TBOU POJIUTEIIN IJIAHUPYETE
MIPOBECTU KAaHUKYJIBI;
3. 3amumiai CBOIO pernyTaluio - JEpKH €€ B YHCTOTE U 3ajaBail cebe BOIpocC:
XOTell OBl ThI, YTOOBI APYrMe TOJIb30BATEIM BUJICIH, YTO Thl 3arpyxaemib?
[Tomymaii, mpesxJie 4em 4To-TO OMyOJIMKOBATh, HANIMCATD U 3arPYy3UTh;



4. Eciu Tl TOBOPHILB C JIOJAbMH, KOTOPBIX HE 3HAEllb, HE HCIOJIb3YyH CBOE
peasibHOE
UMS U JIPYTYIO JINYHYI0 UHPOPMALIMK: UMSI, MECTO >KUTEIbCTBA, MECTO Yy4eObl U
npoyee;
5. Wz0beraii pasmenienust ¢dortorpaduit B MHTepHere, rae Thl H300paKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;
6. Ilpu perucrtpauuu B COLMAJIBHONW CETH HEOOXOIUMO HCIIOJIb30BaTh CJIOKHBIE
MapoJu, COCTOSIINE U3 OYKB U IIU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE §;
7. Ons coluanbHOW CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOIUMO HCIOJIb30BATh
pasuple maponu. Tornma ecnu TeOs B3JIOMAlOT, TO 3JOYMBIIUICHHUKH IOJIyYatr
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

Inekmponnvie OeHbU
DONEeKTpOHHBIE JAEHBIM - 3TO O4YE€Hb YAOOHBIM CHOCOO IUIATEXEW, OJHAKO
CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JI€HbIU.
DONEeKTPOHHBIE JI€HbIW MOSBWINCH COBCEM HEAAaBHO W HMMEHHO H3-3a 3TOIO BO
MHOTHX TOCYAapCTBAX J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccun ke oHr QyHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IJI€ UX
pa3leNsoT Ha HECKOJIbKO BUJOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3Huiia B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peniacTcsi IpOBOIUTH onepanuu 6e3
uACHTU(UKALINY TTOJb30BATENs, @ B HEAHOHUMHBIX UACHTU(UKALIMS MOIb30BATENS
SIBIIETCS 00S3aTENbHOM.
Taxxe cienyer  pas3nuyarh — JJEKTPOHHbBIE — (QUaTHblE  JeHbIU  (paBHBI
rOCy/IapCTBEHHBIM BaJllOTaM) M 3JEKTPOHHbIE He(HUATHBIE IEHBIH (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTaM).
OcCHOBHBbIE COBETHI 110 0€30MacHON paboTe ¢ AIEKTPOHHBIMU JICHbraMu:
1. IlpuBsku K cuery MOOWIBHBIM TeraedoH. DTO camblii yAOOHBIM M OBICTPBIN
croco0 BOCCTAHOBUTBH JOCTYIl K cuery. [IpuBsA3aHHBIN TeneQOH MOMOXKET, €ciu
3a0yJenip CBOM IUIATEXKHBIM Mapojib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;
2. Hcnonb3yit oaHopa3zoBble maposu. Ilocime mnepexoma Ha  YCHUJICHHYIO
aBTOpU3aIMIO0 TeOe yke He OyAeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IUTaTEKHOTO Mapois;
3. Boibepu cnoxkublit apodib. [IpectynHrukam OyJeT He MPOCTO yraiaTh CIOKHBIN
naposb. HanexHple maposu - 3To mapoJid, KOTOpbIE COIepKaT HE MeHee 8 3HAKOB
"
BKJIIOUYAIOT B ce0s CTPOYHBIC U MPOMHUCHBIE OYKBbI, IU(PPBI U HECKOJIBKO CUMBOJIOB,
Takhe Kak 3HaK JoJjjiapa, (yHTa, BOCKIMLATENIbHBIA 3HAaK W T.. Hampumep,
$tRONg!;;
4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSCIIb.
Inekmponnasa nouma
DNeKTpoHHas MoYTa - 3TO TEXHOJOTHWs M MPEeAOCTaBlIIEMble €0 YCIYTd 10
NEPECHUIKE U MOJIYUYEHHUIO AIEKTPOHHBIX COOOUIEHUH, KOTOPbIE pACIPEESIIOTCS B
KOMIIbIOTEpHONH ceTH. OOBIYHO AJIEKTPOHHBIA TMOYTOBBIM SIUIUK  BBITJIAIUAT
CJIeyIOIMM 00pa3oM: UMs_TOJIb30BATENA(@HUMS_J1oMeHa. Takxke Kpome nepenadu
IPOCTOrO TEKCTa, UMEETCS BOZMOXKHOCTh TiepeiaBaTh (ailiibl.



OcHOBHbIE COBETHI 110 O€30MaCHON PadOTe C MEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh MpaBWIbHBINA MOYTOBBIM cEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4YIlEe JIOBEPATH TEM, KOTO
3HAELIb U KTO IIEPBBIM B PEUTUHIE;

2. He ykaspiBail B JMYHOM mouTe JUYHYI0 WH(popmauuto. Hanpumep, nydiie
BBIOpaTh "My3bIKaNbHBINA (paHaT@'" nau "pok2013" BmecTo "temal3";

3. Wcnonb3yli NBYXATalHYH aBTOpU3ALMI0. DTO KOTJAAa MOMUMO Mapojs HYKHO
BBOJUTH KOJ, IPUChUIaeMblii M0 SMS;

4. BriOepu CIOXKHBIN Mapoiib. st KaXkI0Tr0 MOYTOBOIO AIIMKA TIOJDKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYUBBINA K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTh HANMCATh CAMOMY CBOM JIMYHBIM BOIPOC, MCIOJIB3YH
Ty

BO3MOXHOCTb;

6. Mcnonb3yil HECKOJIBKO IMOYTOBBIX SIIMKOB. [IepBbIi 11 4aCTHOM NEPENUCKU C
aapecataMy, KOTOPBIM Tbl JOBEpSCIIb. OTO DJIEKTPOHHBIM aJapec HE HalIo
UCIIOJIb30BaTh IPU PErucTpaluu Ha (opyMax u cailTax;

7. He oTkpbIiBaii (paityibl U Apyrue BIOKEHHUS B MUCbMax, Ja)e €CIM OHU MPUIILIH
OT

TBOUX Jipy3el. Jlydiiie yToOuHU y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (haisl;

8. Ilocne oxkoHYaHMsI paOOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIAJKHU C
caiitoM He 3a0y1b Ha)KaTh Ha "BeritTu".

Ku6epOyasiMHr UM BUPTYyajibHOE U3/1€BATEIbCTBO

KubepOymmHr - mpeciaeoBaHue COOOIMEHUSIMH, COASPKAIMMU OCKOPOJICHMS,
arpeccuio, 3alyruBaHue; XyJIUraHCTBO; COLIMAaIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO
Pa3JIMYHBIX UHTEPHETCEPBHUCOB.

OcHOBHBIE COBETHI IO OOpbOE ¢ KHOEPOYIITMHIOM:

1. He Gpocaiicst B 60ii. JIyuiuii crnoco6: mOCOBETOBATLCS Kak ce0si BECTH U, €CIlU
HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHAYalIe yCIOKOUThCA. Eciy Thl HauHeb
OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIHKO €Ile OOJIbIIe Pa30oxiKellb
KOH(DITUKT;

2. YupaBnsii cBoelt kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISCHUTH, KTO CTOMT 32
AHOHUMHBIM aKKayHTOM,;

4. He crouT BecTH XyJIUTAaHCKUWA o0Opa3 BHUpPTyaldbHOW Ku3HU. MHTEepHeET
dbuKCHpyeT BCe TBOM JEWUCTBHS W COXpaHSICT WX. YIAIUTh WX OyAeT KpaiHe
3aTPYHUTEIBHO;

5. Cobnronail CBOO BUPTYAJIBHYIO YECTh CMOJIOAY;

6. Urnopupyi#t enquandHbld HeraTuB. OMHOPA30BbIE OCKOPOUTETHHBIE COOOIICHMS
Jqy4lie UIrHOpupoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4aabHOUM CTaInu;

7. ban arpeccopa. B mporpamMmax oOMEHa MTIHOBEHHBIMU COOOIIECHUSMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMPOBKM OTIpPaBKH COOOIICHHH C
ONIPEIEIICHHBIX aJPECOB;

8. Eciiu ThI cBueTeNb KMOEpOYyIMHTa. TBOU AEMCTBUS: BHICTYIUTH MPOTUB
Ipeciea0BaTeNs, IOKa3aTh EMY, YTO €ro IEMCTBUS OLIEHUBAIOTCS HETaTUBHO,



NOJJIepXKaTh KEPTBY, KOTOPOM HY’)KHa IMCHUXOJIOrMYecKas IOMOIIb, COOOLIUTH
B3pPOCIJBIM O (JaKT€ arpeCCUBHOrO MOBEICHUS B CETH.

Mobunvnwiit menegon
CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJIepKaT B ce0e BIOJHE B3POCIIbIN
GyHKIIMOHAN, W TEmepb OHU MOTYT KOHKYPUPOBAaTb CO CTallMOHAPHBIMU
KOMITbIOTEPAMH.
OpHako, CpeACTB 3allMThl Il TMOJOOHBIX YCTPOMCTB TIOKa OYE€Hb Malio.
TecTtupoBaHHe U MOUCK YSA3BUMOCTEW B HUX MPOUCXOAUT HE TAK MHTEHCHUBHO, KaK
st [TK, To e camoe kacaeTcsi U MOOUITbHBIX MPUIIOKEHUH.
CoBpemeHHBIE MOOWJIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJBHBIC
aHAJIOTH, OJIHAKO pacmmpeHrue ¢GyHKIHOHAIA BIEYeT 3a C000W OOJBIIYIO
CJIOKHOCTb M MEHBIIIYIO 3aIHMILIEHHOCTb.
Jlaneko He Bce MPOU3BOJUTENM BBINYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOILINE
KPUTUUYECKHUE YS3BUMOCTH JIJIsi CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI 151 0€30M1aCHOCTU MOOUIILHOTO TelleoHa:
Huyero He siBisieTcst mo-HacrosinieMy OecruiaTHbIM. Bysib ocTopoxeH, BeAb Korja
Te0e mpeaiaraloT OecIUIaTHBhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KakKHe - TO
IUIaTHBIE YCIIYTH;
Hywmaii, pexxzie uem ornpaButb SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HAEIIb, TIE
OHU
OyIyT B KOHEUHOM uTOTrEe?
Heo6xoaumMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTQOoHa;
Hcrnonb3yit aHTUBUPYCHBIE MPOTPAMMBI 71T MOOWIIBHBIX Telle(OHOB;
He 3arpyxail mnpuiaokeHuss OT HEW3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE NMPOrpaMMHOE 00eCIIeUeHNE;
[Tocnie TOro Kak Thl BBIMACIIB C CaliTa, IJI€ BBOAWI JUUHYIO HH(POPMALIHIO, 3ali11 B
HacTpoiiku Opay3epa u yaaiu cookies;
[lepuoauyeckn mNpoBepsi, Kakue IUIaTHbIC YCIYTd aKTUBUPOBAHbBI HA TBOEM
HOMEDE;
JlaBaii cBoif HOMEp MOOUIILHOTO TeedOHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSEIb;
Bluetooth momxen ObITh BBIKIIFOUYEH, KOTJa Thl UM HE MOJb3yembcs. He 3a0biBaii
WHOT'/1a POBEPATH 3TO.

Online uzpu

CoBpeMeHHbIE OHJIAUH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOLIUE PA3BICUCHMUS,
OOBEUHSAIOINE COTHU ThICSY 4YEJIOBEK MO BceMy MuUpy. MIrpoku wHccienyroT
JAHHBIA UM MUp, OOIIAIOTCA APYT C APYTrOM, BBINOIHSIOT 3aJaHUsl, CPAXKAIOTCS C
MOHCTpaMU U TOJYYArOT OMNBIT. 3a YAOBOJbCTBUE OHHU IUIATAT: MOKYHAKOT JIHCK,
OIIAYUBAIOT
aOOHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OILIMH.
Bce a1y cpeacTBa uayT Ha NOJJEPKaHUE U PA3BUTHE UTPhI, @ TAKKE HA camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AI[MH, BBIITYCKAIOTCS HOBBIE
naTuu (LU(poBbIE 3aMIaTKU ISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B momo0HBIX Wrpax CTOWUT OmMacatbCsl HE CTONBKO CBOUX COMEPHUKOB, CKOJBKO
KpaXXu TBOETO TMapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AITUU OOJIBIITMHCTBA
urp.

OCHOBHBIE COBETHI 110 OE30MTaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecau npyroit urpok BeAeT ceOs MIOXO WM CO3JaeT TeOe HENMPUSTHOCTH,
3a0JIOKMPYH €ro B CIIUCKE UTPOKOB;

2. Iloxkanmy¥ica aiMUHUCTPATOPAM UTPhI Ha IJI0X0E MOBEEHUE 3TOr0 UTPOKA,
YKEJIATEIbHO PWIOKUTh KAaKHE-TO TOKA3aTEIbCTBAa B BUJIE CKPUHOB;

3. He yka3piBaii muuHyto nHGOpMAIIKIO B TIpodaiiie urpel;

4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuiinaabHbIE TTATYH U MOJIBI,

6. Mcnosnb3yil CIOKHbBIE U Pa3HbIE MAPOJIH;

7. JJaxke BO BpeMs UTPbI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [I0Ka ThI urpaemub, TBON
KOMIIBIOTEP MOTYT 3apa3UTh.

Dumune unu Kpaxca 1UYHbIX OAHHBHIX
OOBIYHOM KpaKel JICHET U IOKYMEHTOB CEr'OJIHsI YK€ HUKOTO HE YAUBHUIIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKY TEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOKAIOT 3aHUMATHCS " ITFOOUMBIM" JCIIOM.
Tak mosBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WIW (DUIIMHT, TJIaBHAs
Iedb KOTOPOTrO COCTOMT B  TONYYCHHH KOH(MDHUICHIHUATBHBIX  JaHHBIX
M0JIb30BATENICH - JIOTUHOB U maposiei. Ha anrmmiickom si3bike phishing uuraercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapob).
OCHOBHBIE COBETHI IO 0OpHOE C (QUIITUHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mo03peBaeliib, YTO TBOSL aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBaTh €€ M COOOLIUTh aJIMUHUCTpPATOpaM
pecypca 00 3TOM Kak MOXHO CKOPEE;
2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;
3. Vcnonw3y#i ciiokHbIe U pa3Hble mapoiu. Takum oOpa3oM, eciiu Te0si B3JIOMAlOT,
TO 3JI0YMBIIIJIEHHUKH MOJTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOMUITIO B CETH,
a HE KO BCEM;
4. Ecnu t1e0s B310Maiu, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00aBJICHBI y T€OS B JIPY3bsAX, O TOM, YTO T€Os B3JIOMAaU M, BO3MOXKHO,
OT TBOETO UMEHH OYyET PacChUIaThCS CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;
5. YcranoBu HaaexHbii napois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHUE Mapoisi B Opaysepe;
7. He oTkpbiBaii (paityibl U Apyrue BIOKEHUSI B MUCbMax, XK€ €CJIU OHU MPUIILTA
oT
TBOUX Apy3el. JIyule yTouHU y HUX, OTIIPABIISUIH JIU OHU TeOe ATU (ailiibl.

Hugpposaa penymayusn

[Mudposas peryranus - 3T0 HeTaTUBHAs WJIM MO3UTUBHAsA MH(GOpPMAIUS B CETH O
Tebe.



Kommpomerupyromas uH(popmanus, pa3MELIEHHas B HHTEPHETE, MOXKET
CEpbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peanbHOM xu3HU. "LludpoBas pemyrauusa" - 310
TBOM
UMUK, KOTOPBINA (popmMupyercs u3 HHPpopMaluu o Te0e B UHTEpHETE.
TBOe MECTO XKUTENbCTBA, y4eObl, TBO€ (PUHAHCOBOE MOJIOKEHHE, OCOOCHHOCTHU
XapakTepa U paccKasbl 0 OJU3KUX - BCE ITO HAKATUIMBAETCS B CETH.
MHorre TOAPOCTKU JIETKOMBICIIEHHO OTHOCSTCA K MNYyOJUKalUh JIHYHOU
uHpopmaiuu B MHTepHETE, HE MOHKUMAsT BO3MOXKHBIX rocienctsuil. Tol naxe He
CMOXKEIIb JI0TajaThest 0 TOM, 4To ¢dotorpadus, pasmMelleHHas 5 JeT Ha3aj, cTajia
NPUYUHON OTKa3a NPUHATH TeOst Ha paldoTy.
KomMmenTtapuu, pazmenienne TBoux hortorpaduil u Apyrue 1eiCTBUS MOTYT HE
UCYE3HYTh JaXKE€ MOCJIE TOTO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIb, KTO COXPAaHUI
Ty
uH(pOpMaIMIO, MoMaja JU OHA B MOUCKOBBIE CUCTEMBI M COXPAHMWJIACh JIM OHA, a
TJIaBHOE:
YTO MOAYMAIOT O TeOe OKpYKaIOUIUE JIFOAHU, KOTOPble HAWAYT U yBUAAT 3T0. Halitn
UH(OPMAIMIO MHOTO JIET CIYCTS CMOXET JIF0OOW - Kak U3 JOOpBIX MOOYKIECHUH,
TaK U ¢ HAMEPEHUEM IPUUYUHUTD BPEJl. ITO MOKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI MO 3aIIUTe NU(POBOI permyTaluu:
1. [Togymaii, mpesxkzie 4eM 4To-TO MyOJIMKOBATh U MepeiaBaTh y ceOs B O6JI0Te WU B
COIIMAJIbHOM CEeTH;
2. B HacTpoiikax npo@uiis yCTaHOBH OTpaHUUYEHUSI Ha IPOCMOTP TBOETO MPOQHIIs
U €ro COJAEPKUMOTO, caenail ero ToabKo " npy3en";
3. He pa3memmaii m He yka3piBail WHGOpPMAIHMIO, KOTOpash MOXET KOTO-JIHOO
OCKOPOJISITh WJIN OOUXKATh.

Aemopckoe npago
CoBpeMeHHbIe IKOJbHUKH - aKTUBHBIE M0JIb30BaTENU U(PPOBOrO MPOCTPAHCTBA.
OpHako daJeko He BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTHMMH BO3MOXHOCTSIMHU
uuppoBoro Mupa TpeOyer CcoOONIOJIEHHMS TMpaB Ha  MHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.
TepmuH "UHTEIEKTYalbHAS COOCTBEHHOCTH'" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAUMHAsl C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAOIIUX
COOCTBEHHOCTb Ha MPOJIYKTHI M YCIYTH, U 3aKaHUMBAsi KHUTaMu, GoTorpadusimu,
KHHO(DWIEMaM# U MY3bIKQIBHBIMU TTPOU3BEICHUSIMH.
ABTOpCKHME TMpaBa - 3TO IIpaBa Ha HWHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BEJCHUS HAYKH, JIUTEPATypPbl U UCKYCCTBA. ABTOPCKME IIpaBa BHICTYMAIOT B
KayecTBe TapaHTUU TOTO, YTO HHTEJUIEKTYaJIbHBIN/TBOPUECKHI TPyJ aBTOpa HE
OyZneT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOEro TpyJAd, MOJYyYHTh H3BECTHOCTb W Npu3HaHue. Huxkro 6e3
pa3pelieHusi aBTopa HE  MOXKET BOCHPOM3BOJUTH €ro  MPOU3BEICHHE,
pacnpocTpaHsiTh, NyOJWYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTUPOBATH,
NyCKaTh B MPOKAT, MyOJMYHO HCIOJIHSATH, MOKA3bIBATH/UCIIONHATE B dPUpe WU
pa3memiats B IHTEepHeTe.



Hcnonp3oBanue "mupaTckoro" MmporpaMMHOTO OOECIIeUeHHUS] MOKET MPHUBECTH K
MHOTHM PHUCKaM: OT NMOTEPH JaHHBIX K TBOMM aKKayHTaMm J10 OJOKHUPOBKH TBOETO
YCTPOWCTBA, TJ€ YCTAaHOBJIEHA HeJerajlpHas mnporpamma. He croutr Takke
3a0bIBaTh, YTO CYIUECTBYIOT JIETalibHble M O€CIUIaTHbIE MPOrpamMMbl, KOTOpbIE
MOYXHO HAUTHU B CETH.

O nopmane
CeTreBUYOK.pQ - TBOH IJIaBHBIM COBETUYUK B CETU. 3JI€Ch Thl MOXKEIIIb Y3HATh O
0€30I1aCHOCTH B CETH MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a IIPU BOZHUKHOBEHUU
KPUTHYECKON CUTyallul OOpaTUTHCS 32 COBETOM. A Tak)Ke IPUHATH yYacTHUE B
KOHKYpCax M CTaTh CaMbIM IIU(PPOBBIM IpaskJaHUHOM !

JIOMKHOCTHYIO HHCTPYKIIUIO pa3padoTaia: /Merpuk JI.B./
C MOMKHOCTHOM MHCTPYKIMEW O3HAKOMIICH (@), OAMH AK3EMIUIAp MOIydui (a) Ha
PYKH.
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